MHUHHCTEPCTBO HAyKH H BEICIIETO 00pa3oBanus PO

o o Dopma
VIIbSAHOBCKUH rOCY1apCTBEHHBII YHUBEPCUTET

®-Pabouast mporpamma 110 JUCIUILIHHE

YTBEPXKXJIEHO

2022 1. HpOTOKOJI Ne 4/22
Iz Bonkos M.A.

«17» _ Mas 2022 r.

PABOYASA ITPOT'PAMMA JTUCHHUIIJINHBI

Hucuunianza BupryanbHble yacTHBIE CETH

®daxynpTeT Marematuku, HTHQOPMAIIMOHHBIX 1 aBHALIMOHHBIX TEXHOJIOTUI
Kadenpa Nudopmanmonnoit 6e3onmacHoctu u Teopun yrpasieHus (UbuTY)
Kypc 4

CnenumanbHocth: 10.05.03 "MHbopMalimoHHas 0€30I1aCHOCTh aBTOMATU3MPOBAHHBIX CHCTEM"
(K00 cneyuarbHocmu (HanpasieHus), NOIHOE HAUMEHOB8AHUE)

Coenuanuszauus: "be3onacHOCTh OTKPBITEIX HHGOOPMAIIMOHHBIX cUCTEM"
NOJIHO€e HAUMeHOoB8dHUue

dopma 00yueHHUS: ouHas
OYHaA, 3Ad04YHAA, OYHO-3A0YHAA (yKa3amb mMONbKO me, Komopbsle peaﬂusylomc;t)

Jlara BBeneHus B yueOHbIN npouecc Yal'V: « 01 » 09 2022 T.

Mporpamma aKkTyaanM3npoBaHa Ha 3acefaHnn Kapeapbl: npotokoa Ne 12 ot 12.04.2023 r.
Mporpamma aKkTyannsmpoBaHa Ha 3acefaHun Kadeapbl: npotokon Ne 10 ot 15.04.2024 .

Caenenus o0 pa3paboTUHKaX:

OJKHOCTD
0)4(0) Kadenpa A ’
yqua;I CTCIICHB, 3BAHHUC
NBanuoB Anapeit MuxainoBuu UbuTV Kaganmat TeXHuuecKux

HAYK, JTIOLECHT

COT'JTACOBAHO

3aBeyromuil BeIMycKaromen kadeapoun
«MupopmanronHast 6€30MacHOCTb U TEOPHS
yTIpaBICHUS

: 'K 7 Angpees A.C,

e _.fé‘r:rirm;'l-.‘ (@ Ha)
&
« 11» > A

®dopma A Crpannna 1u3 16




MHUHHCTEPCTBO HAyKH H BEICIIETO 00pa3oBanus PO

o o Dopma
VIIbSAHOBCKUH rOCY1apCTBEHHBII YHUBEPCUTET

®-Pabouast mporpamma 110 JUCIUILIHHE

1. IEJIM U 3AJTAYN OCBOEHUSA JTUCIUITIJIMHBI

Lenu ocBOCHMSI AUCHUIIMHBI:

JucuumuimHa «BupTyanabHbIe YacTHBIC CETH) SIBIISIETCS] OJTHOW M3 COCTABJISIOMUX OOIIeH
Mpo)eCCHOHAIBHONW TIOATOTOBKH CIEIUATUCTOB B 001acTH oOecnedeHus: MHGOPMAIMOHHON
6e3omacHocTH. JuciumimHa peanu3yer TpedboBaHus (heaepaibHOro0 TOCyJapCTBEHHOTO 00pa3o-
BaTEJIBLHOTO CTAaHJApPTa BBICHIETO MPO(ECCHOHATLHOTO 00pa3oBaHUs MO crneruanbHocTH "MH-
¢dopmanroHHas 0e30HMacHOCTh aBTOMATH3MPOBAHHBIX cucteM". Llenb Kypca — O3HaAKOMIJICHHE
CTYJIEHTOB C OCHOBHBIMHM TEXHHUUYECKHUMU CPEJICTBAMU MOCTPOCHUS BUPTYAJIbHBIX YACTHBIX CETEH.

3aga4yu oCBOCHMS IMCHHUIIJIMHBI:

M3YUYUTh OCHOBBI IOCTPOCHHUS BUPTYyaIbHBIX YacTHBIX ceTeil (VPN);

PacCMOTPETh pa3JIMYHbIC BAPUAHTBI U CXeMBbI co31aHus VPN,

O3HAKOMUTBCS ~ CO  CTaHAapTHbIMHM  mporokojamu VPN  wu  ynpaBneHuem
Kpunrorpadpuyeckumu kiaogamu B VPN.

2. MECTO JUCHOMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuunnuHa «BupTyaibHble YyacTHBIE CETH» H3ydaeTcs B 8 ceMecTpe U OTHOCUTCS K
BapHaTUBHOW dYacTu muciuiuinH Onoka bl cnemmansnoctrn 10.05.03 "MudopmarmonHas
0e30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEM".

JlucummimHa OCHOBBIBACTCS HAa 3HAHUAX, IOIYUYEHHBIX NP HM3YYCHUU NUCHUTUINH
«udopmaruka», «OcHOBBI HHPOPMAMOHHON Oe3omacHoCTH», «Opranm3amus OBM u
BBIUMCIUTENBHBIX cUCTEM», «OTKpBITbIE WHGOPMAIMOHHBIE CHUCTEMBD», «CETH U CHUCTEMBI
nepenaun nHpopmanuny, «Kpunrorpadhuueckne MeTO bl 3aLIUTHI HHGHOPMALIUN.

Jlyiss OCBOCHHUS TUCHUIUIMHBI CTYACHT JOJKCH MMETh CIICAYIOIINE «BXOIHBIC) 3HAHWS,
YMEHHUSI, HABBIKU U KOMIIETEHIINU:

e 3HaHuWe 0a30BBIX MPO(HECCHOHATBLHBIX TIOHITHI U OMpe/eIeHUI B 001acTH B 00J1aCTH
(GU3HKY, BBIYUCITUTETFHOW TEXHUKH, DJIEKTPOHUKH U CXEMOTEXHHKU W MH(POPMAIMOHHON 0e3-
OIIACHOCTH;

®  CHOCOOHOCTH HCIOJIb30BaTh HOPMATHUBHBIE MPABOBBIE JOKYMEHTHI,

®  CHOCOOHOCTH MCIIOJI30BaTh OCHOBHBIE 3aKOHBI €CTECTBEHHO-HAYUHBIX AMCLMUILINH,
MPUMEHSITh METO/IbI MATEMAaTHYECKOTO aHAIM3a U MOJICIIMPOBAHHS,

®  CIIOCOOHOCTH AaHAJIM3UPOBATH MPOOJIEMBI U TIPOLIECCHI.

Pe3ynbpTaThl OCBOCHHS NUCHUIUIMHBI OyIyT HEOOXOAMMBI ISl AAlbHEHIIEro mpolecca
o0y4eHHUs B paMKax MO3TAIHOTO (JOPMUPOBAHUS KOMIIETEHUIUH MTPU U3YUYEHUU CIETYIOMINX JHC-
UTUTHH: «be30macHOCTh BBIUMCIUTENBHBIX CeTei», «Pa3paboTka U dKCITyaTaus aBTOMaTH3H-
POBaHHBIX CHCTEM B 3alIUIIEHHOM HCIOJHEHUN, «be30nacHOCTh OTKPBITHIX HH()OPMALIMOHHBIX
cucrem», «MIHCTpyMeHTaNbHBIE CPEACTBA KOHTPOJISA 3AIMIIEHHOCTH MH(OpPMAIMM», a TAaKKE B
X0/JIe BCEX BUJIOB MPAKTUK U B MOBCEAHEBHON AESTEILHOCTH.
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3. HEPEYEHD IINTAHUPYEMBIX PE3YJIbTATOB OBYYEHUA
IO AMCIUIIVIMHE (MOYJI10), COTHECEHBIX C IINTAHUPYEMbBIMU
PE3YJIBTATAMHU OCBOEHHUSA OGPA3OBATEJIBHOM NPOT'PAMMBI

[Tpomecc
KOMIIETCHIIUHN:

U3yYeHHUS

TUACIUTUIAHEI

HampaBjieH Ha (QOpPMUPOBaHHE  CIETYIOLINX

Kox m HamMeHOBaHMe pea-
JIM3yeMOil KOMIIeTeHIIMHU

IlepeyeHsb MIAHMPYEMBIX pPe3yJbTATOB O0Y4YeHHs MO JMC-
HHUIJIHHE (MOIYJII0), COOTHECEHHBIX ¢ HHIMKATOPAMH J0-
CTHKEHHSI KOMIeTeH Mt

1 2
I[IK-1 - Cnoocobern op- | 3uaTk:
raHu30BaTh pabOThI MO BbI- | UcTOUHMKM W KiIacCcUUKAIMIO yrpo3 WHOOPMAITMOHHOW 0e3-
IIOJIHEHUIO B UH(OP- | OACHOCTH

MallMOHHON cucteMe Tpebo-
BaHUU 3aIUTHl WH)OpPMAIHH
OTPaHHU-YCHHOTO JOCTYIIa

OcHOBHBIE Cpe/cTBa U CIOCoObI obOecrieueHrss HHGOPMAITHOH-
HOW 0€30MacHOCTH, MPHHIIMIIBI MOCTPOSHUS CHUCTEM 3aIIUThHI
uHpopmaruu

HopmartuBHbBIE TTpaBOBBIE aKThl B 00JacTH 3alIUTHI WH(OpMA-
1002078

Ymersb:

KnaccuduuupoBare M oleHUBaTh Yrpo3bl MH(GOPMALUOHHON
0e30MmacHOCTH JIsl 00beKTa HH(pOpMATH3AITIHI

OpraHu30BBIBaTh peaTU3aIuio Mep MPOTHBOICHCTBUS HapyIIIe-
HUSIM CETEBOM O€30MacHOCTH C KCIIOJIb30BAaHUEM Pa3IHMUHBIX
MPOTPAMMHBIX U alllapaTHBIX CPEICTB 3aALTUTHI
Opranu3oBbIBaTh MpOILECC MPUMEHEHUS 3alUIIEHHBIX MPOTO-
KOJIOB, MEKCETEBBIX 3KPaHOB, CPEACTB OOHApYKEHHUsI BTOpPKE-
HU U1 321U Thl UHQOPMAIINH B CETAX

Baaners:

HaBbikamu opraHuzanvy NpUMEHEHHs! 3allUIIeHHBIX MTPOTOKO-
JIOB, MEKCETEBBIX SKPAHOB U CPEACTB OOHAPYKEHUSI BTOPIKEHUH
JUIS 32U ThI HH(GOPMAIIUH B CETAX

HaBbikamu ynpaBiieHus IPOIECCOM pa3paboOTKH Moeleit yrpo3
U MOfieTiel HapyIuTesisi 6€30MaCHOCTH KOMIIbIOTEPHBIX CUCTEM

I[IK-2 - Cnocoben ocy-
IIECTBISATh  TECTUPOBA-HHE
CHCTEM 3aIllUThl HHPOPMALUU
aBTOMA-TU3HPOBAHHBIX  CH-
cTeM

3naer:

[puHIMITEL TOCTpOEHHS U (PYHKIIMOHUPOBAHUS CHCTEM U CETeH
nepenadu MHGOpMaLuu

DTaJIOHHYIO MOJIENTb B3aUMO/ICHCTBHS OTKPBITHIX CHCTEM
OcHOBHBIE KpHUIITOTpapHUUEeCKHe METO[bl, aITOPUTMBI, MPOTO-
KOJIBI, NCTIONIb3YEeMbIe ISl 3alUThl MH()OPMAIMK B aBTOMATH3H-
POBaHHBIX CUCTEMax

Ymeer:

[IpumeHATs NeHCTBYIONIYI0O HOpPMaTHBHYIO 0a3y B 00JacTu
obecrieyeHus 6€30macHOCTH MHGOpMaITUN

KontponupoBare 6e30Tka3HOe (PYHKIIMOHUPOBAaHHUE TEXHUYE-
CKHX CPEJICTB 3aIUTHI HH(OPMAIUU

Buangeer:

HaBpikamu mom0opa MHCTPYMEHTAIBHBIX CPEJCTB TECTUPOBA-
HUSI CHCTEM 3alUThl MH(POpMAIMU aBTOMATH3UPO-BaHHBIX CH-
cTeM

I[IK-3 - Cnoocoben pa3s-
palaThIBaTh MPOEKTHBIE pe-

3HaTh:

PyKOBOI[SIH_[I/Ie n MCTOOHNYCCKUC JOKYMCHTDIL YHoJIi-
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IICHHsI TI0 3aluTe nHpopMa-
I B aBTOMAaTH3UPOBAHHBIX
CUCTEeMax

HOMOUEHHBIX (hefiepabHBIX OPraHOB MCIIOJHUTEIBHON BIIACTH
10 3aIuTe HHPOPMAITUN

[TpuHtMOBI TOCTpOEHUS U (HYHKIIMOHUPOBAHUS, IPUMEPHI pea-
JHU3aIMid COBPEMEHHBIX JIOKAJIbHBIX M TJIOOATBHBIX KOMITBIO-
TEPHBIX CeTe U X KOMIIOHEHTOB

Kpurepun oneHkun >((GEKTUBHOCTH W HAACKHOCTH CPEICTB
3alIUTHl UHPOPMALIUU IPOTPAMMHOTO 00eCTIedeHHs] aBTOMATH-
3UPOBaHHBIX CUCTEM

[TpunHuunB! GOpMUPOBAHUS TOTUTUKUA UHPOPMALIMOHHOM Oe3-
OITaCHOCTH B aBTOMaTHU3UPOBAHHBIX CHCTEMaX

Ymern:

[IpuMeHsTh NEWCTBYIOUIYI0O HOpPMAaTHBHYIO 0a3y B 00iacTu
o0ecrieyeHus 3aMThl HHPOPMALUU

OnpenensaTh TUIBI CyOBEKTOB JOCTyNa W OOBEKTOB JOCTYIIA,
SBIISTIOIIMXCST 0OBEKTAMH 3aLUThHI

OnpenensTh METOBI YIIPABICHHS JOCTYIIOM, THITBI JOCTYIIa H
npaBuiia pa3rpaHUdEHUst JTOCTyNna K OOBbEKTaM JOCTyna, IMOJ-
JIeKAIIUM pealin3allii B aBTOMAaTU3UPOBAHHON CHCTEME
Baaners:

HaBpikamu pa3paOOTKM NMPOEKTOB HOPMATHBHBIX JJOKYMEHTOB,
pErIaMEeHTHPYIONUX Pa0OTy IO 3alUTe HHPOPMALUU
HaBpikamu pa3paboTKH NpEeAoKEHUH IO COBEPIICHCTBOBA-
HUIO CHCTEMBI YIpaBJIeHUS O€30MaCHOCThIO MH(pOpPMALUU B
ABTOMATH3UPOBAHHBIX CHCTEMAxX

4. OBIIAA TPYJOEMKOCTDb JUCIIUIIJIMHbI

4.1. O0beM TMCUMILUIMHBI B 324€THBIX eJUHHIAX (BCero) 2.
4.2. O0beM IMCHUILUIMHBI 110 BHAAaM y4eOHOH padoThl (B yacax):

Bun yueoHoii padoThl KosmnuecTBo yacoB (popma 00yueHus ounasn )
Bcero no niiany B 1.4. 1o cemecTpam
8 cemecTp
KonrtakTHas pabora
o0ydaromuxcs ¢ 54/54%* 54/54%*
penoaaBareieM
AyAHTOpHBIC 54/54% 54/54%
3aHATHUS:
Jlexumm 18/18* 18/18*
[IpakTHueckue u ceMHUHApPCKUE
3aHATHS ] ]
Ha6opaT(3pHHe pabotsl (J1abo- 36/36* 36/36*
paTOPHBIN NIPAKTHUKYM)
CamocTtosTenpHas padora 18 18
dopma TEKyIIEro KOHTPOJIS - BOIIPOCHI IPH 3aIIUTe J1a00-
3HAHWA ¥ KOHTPOJISI CAaMOCTOSI- paTopHBIX paboT
TEJTHLHOM pabOTHI: - pedbepathl Ha 3a7jaHHBIC TE-
TectupoBanue, KOHTp. padoTa, MBI
KOJUIOKBUYM, pedepar u ap.
(e MeHee 2 BUJIOB)

dopma A
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Bup yuye6Hoii padoThl KoanuectBo yacoB (popma o0yueHusi  ounasn )
Bceero no niiany B 1.4. 1o cemecTpam
8 cemecTp
Kypcosast pabota
Buasl npoMexxyTouHOM aTTe- 3a4eT 3a4eT
cTanuu (3K3aMeH, 3a4eT)
Bcero yacos mo qucnuInIdHE: 72 72

* B cmydae HEOOXOAMMOCTH MCIIOJIB30BAHMS B YYEOHOM IMPOIECCE YaCTUYHO/UCKIIIOUUTEITEHO
JTUCTAHIIMOHHBIX O00pa30BaTENbHBIX TEXHOJIOTUWA B TaONMIEe Yepe3 CJeml YKa3bIBaeTCs
KonudecTBO yacoB padotsl [II1C ¢ obyuaromumMucs a1 mpoBeeHUS 3aHATHN B JUCTAHITMOHHOM
dbopMaTe ¢ MPUMEHEHHEM JJIEKTPOHHOTO O0YUICHHUS.

4.3. Conepxanue 1McUMIIMHBI (Moay.as.) Pacnpenenenue 4acoB 1o reMam U BUIaM

yueOHo# padoThI:
®opma o0yueHHs

Oo4dyHas

Bunbl yueOHBIX 3aHATHI

AyIUTOpPHBIE 3aHATHS Ca-
N 3aHsATUA | MO- Dobut
HasBanue u paznenoB u | Bcee- PaKTH= - 1. 60- B WH- CTOSI- opmMa
YEeCKUe TEKYIIETOo
TeM ro | Jlex patop- | Tepak- | Telb-
3aHSTHS, . KOHTPOJIS
1007071 HBIC THUBHOMN Has 9
CEeMHHa- 3HAHUU
pabGotel | ¢opme | pabo-
pHI
Ta
1 2 3 4 5 6 7 8
Pa3nes 1. BupryajbHasi 4acTHasl ceTh KaK CPeICTBO 3allMThl HH(POPMaLUH
1. Bsenmenune B TEXHO- 4 2 2 TecThl
JIOTHUIO BUPTYaJIbHBIX T1, ped.
yacTHbIX ceTeit (VPN) (1,4,10)
2. Cxema wu mnonutuku | 16 2 12 4 2 TecTbl
6e3onacHoctr VPN T2, ped.
(Ne 2,3)
3. CrangaptHble npoToko- | 20 4 12 6 4 TecTbl
761 co3nanust VPN T3, ped.
(Ne 5,11)

Pazgea 2. YnpaBjieHue Kpuntor

a(l)l/l‘IeCKPlMPl KIIOYaMH B BUPTYAJIbHBIX YaCTHBIX CETHAX

4. OcobenHnoctu ympasie- | 4 2 2 Tectol

HUS KIFOUYEBOW CHCTEMOM T4, ped.

aCUMMETPUYHBIX KpPHUITO- (N 9)

cucteM. HudpactykTypa

OTKPBITBHIX KJIKOYEH

5. Ceprudukanusi OTKpbI- 4 2 4 2 TecTbl

TBIX KITFOUYeH T5, ped.
(Ne 17)

Pasnea 3. IlocTpoeHne BUPTYAJIbHOI YACTHOM CETH

6. TpeboBanus x mpoayk- | 4 2 2 Tecthr

TaM IIOCTPOEHMSI BUPTY- T6, pe-

QTHHBIX YACTHBIX CETEH. depat (Ne

dopma A
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Bapuantsl peasinzanuu 12-15)
7. Pemenus uis mocTpoe- 16 2 12 4 2 TecThl
HUsS BHUPTYaJbHBIX 4YacT- T7, peo.
HBIX CeTeH (Ne 16)
8. Xapaktepuctuka poc- | 4 2 2 Tectbr
CHUMCKHX TPOIYKTOB ISt T8, peo.
CO3JIaHUsl  BUPTYaJIbHBIX (Ne 6,7,8,
YaCTHBIX CETEeH 12-15)
Hroro: 72 18 36 18 18 3auér

5. COAEP KAHUME JUCHUIIJIMHBI (MOAYJIA)

Pasznen 1. BupryajabHasi 4yacTHasl ceTh KaK CPEACTBO 3alIUTHI HH(poOpMaun

Tema 1. BBeneHne B TEXHOJIOTHIO BUPTyaIbHBIX YacTHBIX ceTei (VPN).

BupryanpHas yacTHas ceTh: OCHOBHBIE IOHATHS, LIEJU CO3/1aHUs, ONpEAEIeHUs, MOIX0-
nel. OcHoBHbIe 3aaun TexHosoruu VPN. Cnemuduka nmocrpoeruss VPN. VPN B myOGiauaHbIX
cersax. TynHenupoBanue B VPN. IIpoTOKOIIBI MEXaHU3Ma TYHHEIIUPOBAHUS.

Tema 2. Cxema u nonutuku 6ezonacHoctd VPN.

Cxema VPN. Anroputm pabotsl VPN-arentoB. @yukiuu VPN-arenTos. [Tonutuku 6e3-
omacHoct B VPN. Kputepun 6e3omacHoctu VPN. Bapuanter cozmanus VPN (ammméHabie
KaHaJIbl, YaCTHBIC KaHAJIbl, IPOMEXYTOUHbIE KaHaubl). [IpuMeps! monmutuk 6e3omnacHoct VPN.

Tema 3. CrannmapTHbie TpOTOKOJIBI co3nanus VPN (cemuHap).

VYpoBHH 3amMIIEHHBIX KaHauoB. CeMumypoBHEBas MOJEIb B3aUMOJEHCTBUS OTKPBITHIX
cucteM (OSI). [IpoTokosbl 3amuThl JaHHBIX KaHabHOTO ypoBHS (PPTP, L2F u L2TP). CpaBuu-
TENbHBIA aHAIU3 IPOTOKOJIOB 3alUTHl HAa KAHAJBbHOM YpOBHE. 3allluTa JAHHBIX HAa CETEBOM
ypoBHe (ITporokon IPSec). IIpoTokonbl TYHHETBHOTO M TPAHCIOPTHOTO PEKMMOB. 3aluTa Ha
ceancoBoM yposHe (IIporoxomnst SSL, TLS, SOCKS).

Paznen 2. Ynpas/ieHne KpuntorpapuyecKumMm KJIKYaMH B BUPTYAJbHbIX YACTHBIX
ceTsix

Tema 4. OcoOEHHOCTH yIpaBICHUS KIFOYEBOW CHUCTEMOW aCMMMETPUYHBIX KPUIITOCH-
creM. MHppacTpyKTypa OTKPBITBIX KIIOYEH.

[IpobGnemMbl ympaBieHuss KpuntorpaguyeckuMu KiatodaMu. JKU3HEHHBIH IHUKIT KITIOUYCH.
Komnpomeranus kiroueil. YnpasiaeHne CeKpeTHBIMU M OTKPBITHIME Kitouamu. MHppacTpykTypa
oTkpeIThIX KiTtoueit (MOK). Monenun APKI u PKIX.

Tema 5. CepTuduranust OTKPHITHIX KIIOUEH.

OcHOBHBIE TIOAXOABI K 00ECIICUCHUIO O€30MaCHOCTH OTKPBITHIX Kitoued. ComeprkaHue
MeTo/a CepTU(PUKAIMHN OTKPBITHIX Kitouel. Y noctoBepsitomuii eHtp. Ceprudukar oTKphITOro
kioya. dopmar cepTuduKauy OTKPHITOro Kitoya. AHHYJIHpoBaHHE cepTHUduKaToB. Mozensb
UHPPACTPYKTYPBl OTKPBITHIX Kitoueil. OcHoBHble nporokoisl MOK cormacHo monenu PKIX.
3akoH P® «O0 >1eKTPOHHON MOAITHUCH.

Pasnea 3. [locTpoeHne BUPTYaJIbHOI YACTHOM CeTH

Tema 6. TpeGoBanusi K MPOAYKTaM IOCTPOCHHUS BUPTYAIbHBIX YAaCTHBIX CETEH.
BapuanTs! peasnzanuu.

XapakTepucTuka OCHOBHBIX cpeAcTB noctpoeHuss VPN. IlpousBoauTenbHOCTh. YHpaB-
asiemoctb. CoBMmecTuMOCTb. Tlognepkka cripaBouHoil ciyx0bl. HagéxHocTh 3amuTsl U QyHK-
IUOHAJIbHAS MOJHOTA. Peann3anus anropuTMOB CKOPOCTHOM KpUNTO3alUThl. BapuaHThl peanu-
3anud VPN. [IIaro3s1 1 xnueHaTsl VPN,

Tema 7. Pemenus aJisi HOCTPOCHHS BUPTYaJbHBIX YACTHBIX CETEH.

VPN Ha 0a3e cereBbIX onepaunoHHbIx cucreM. VPN Ha 6aze mapiipytuzaropoB. VPN Ha
0a3e MexceTeBbIX SkpaHoB. VPN Ha 0ase criennain3upoBaHHOTO MPOTPAMMHOTO 00eCIIeueHus.
VPN Ha 6a3e anmapaTHBIX CPeACTB. BUIbI BUPTYaIbHBIX YaCTHBIX CETEH.
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Tema 8. XapakrepucTrka poCCHUICKUX MPOAYKTOB JJIsl CO3AAHUS BUPTYaJIbHbBIX YaCTHBIX
CETEH.

ArnmnapaTtHo-niporpaMMHblid koMiuieke «KoHTHHEHT». IIporpammuble IPOAYKTBI ceME-
ctBa «3actaBay. [IpoaykTel komruiekca «VipNety». CemerictBo npoaykToB «Net-PROy. [Tpomyk-
1ol «um» n «rna-2». CpaBHUTENBbHBIN aHAIN3 POCCUNCKUX MPOAYKTOB.

TEMbI IPAKTUYECKHUX 1 CEMUHAPCKHNX 3AHATUM
6.1 ITlpakThueckue U CeMUHAPCKUE 3aHATHS HE MPEIyCMOTPEHbI YYeOHBIM IJIaHOM JIHC-
[UTUTHHBI.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN ITPAKTHKYM)

Pasnea 1. BupryajabHasi 4yacTHasl ceThb KaK CPEACTBO 3alIUTHI HH(poOpMaun

Tema 2. Cxema U MOJUTHKHU 0€30MMACHOCTH

JlabopaTopHas padora Ne 1 (12 yacoB). CtpoeHmue ceTeid.

L]eny. VIzyuenue 6a30BbIX MEXaHU3MOB IMOJIyYEeHUS HHPOPMAIMKU 0 KOHPUTYPALIUU CETH.
[TonmyueHne HaBBIKOB pabOTHI C PA3IUYHBIMHU IPOTPAMMaMHU, MO3BOJISIONIMMHU ONPEASIUTh KOH-
durypanmio cetu wiv KOH(UTYpaIo OTAEIBHOTO YCTPOHUCTBA B CeTH. Tpedyercs Ui BHIION-
HEHUS BCEX MOCIEAYIOMUX Ta00PaTOPHBIX padoT.
3aoaua. Bee 3amaun Heooxoaumo BemoaHUTE HA OC MS Windows 10 u BaseAlt (AnsT PabGouas
CTaHLMs, AJIBT CEPBED).

e Jlns KaxI0l U3 ONEepallMOHHBIX CUCTEM YCTaHOBUTH CIIEAYyIOLIee MPorpaMMHOe obec-
NIEYEHUE:!

e (Ckanep 6e3omacHocti Nmap (ZenMap - ¢ rpaguecKuM peKxuMOoM)

e Wireshark

e Putty

e whois

e tranceroute

e nslookup

e JlpousBectu anamu3 caita 80.250.180.133. OOHapyX HUTb BCE OTKPHITHIE MOPTHI U
NpoTOKOJIbl. COCTaBUTh CXEMY PACIOIOKEHUS JAaHHOTO pecypca. YcraHoBUTh DNS nmeHa pac-
MOJIO’KEHHBIX Ha YkazaHHoM [P axgpece cepBepoB. b

e [IpousBectu nmoakmoueHue K ceppepy 62.76.32.162 mo nporokony ssh (cranmapTHbIi
opT).

e [IpousBectu mepexBar makeroB ssh MPOTOKOJa HAMpaBIsEMbIX K JAHHOMY CEpBEpPY
npu nomomu Wireshark. Buumanue! Heo6xomumo mokasate nepexsar MakeToB P MOJTyuYeHHe
nepBoro kitoya mudposanus SSH.

e Jlist 060MX cepBepoOB yKa3aTb HOMEP aBTOHOMHOM CUCTEMBI U €€ BIIaJIeIbIia.

o [lonkmounthcs kK WiFi cetn yHuBepcuTeTa.

e Beruucauts [P anpec nuiro3a Beixoga B UHTEpHET.

e OmnpenenuTth IPOTOKOJ MHU(GPOBAHUS TpaduKa.

Tema 3. CTangapTHbIe NIPOTOKOJIbI co3a1aHus VPN

JlabopaTopHas padora Ne2 (12 gacoB). ¥YnajaéHublii 1octyn no nporoxkoay SSH.

L]eny. VI3yuenue Bo3MOKHOCTEHN nipoTokona SSH s mosydyeHus yaal€HHOro AOCTyna K
cepBepy. BO3MOXKHOCTEeH mpoTokosia SSH 115t mosrydeHust yaai€HHOTO 10CTyna K cepBepy 3ada-
ya Nel. Bee 3amaun HeoOXoquMo BBIMOTHUTH Ha BaseAlt (AnpT PabGouas cranius, AnbT cep-
Bep), ¢ ucnonbzoBanrneM OC MS Windows B KauecTBe KIIMEHTCKOM OIepariiOHHON CHCTEMBI.
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e VYcranoButh cucremy openSSH cepep Ha OC BaseAlt (Anbt Pabowas cranmus, Anbt
ceprep) u putty Ha OC MS Windows.

e (Co3znath KJII0Y cepBepHOro mudpoBanus HHGOPMAIIH.

e VYCTaHOBUTH COEJMHEHUE C JaHHBIM CEPBEPOM C JIPYroro KIMEHTa, Ha KOTOPOM 3aIlylIeH
WireShark. ITepexBatuTh KJ1tou cepBepHOro Mmu(poBaHusl.

e 3ampeTuTh nepenavy Kiroua Mo OTPeITOMY KaHaIy.

e (Co37aTh KJIIOY KJIWCHTA.

e 3amucaTh KII0Y KIMEHTa Ha OTUYXkIaeMblil HOCUTENb HH(OPMALIUH.

e VYcraHoBuTh coequHeHue ¢ apyroi OC ncnomnp3ys Kirou kineHTa. [lepexBatuth Tpadux
U TIPOaHAIM3UPOBATH MONTYyYeHHbIE MaKeThl. OOBSACHUTDH YBUICHHBIN pe3yIbTaT.

e Co3garh xIoud mudpoBaHUs HA KIMEHTE Ucnoyb3ys puttyGen. IlepenucaTts ux Ha OT-
qyKJIa€MbI HOCUTEIIb.

e VYCTaHOBUTH KIIMEHTCKHUE KITtoun mudpoBaHus s openSSH.

e [IpousBectu coeMHEHUE C CEPBEPOM.

3aoaua Ne2. Bce 3amaun HEOOXOIMMO BBIMOJIHUTH Ha BaseAlt (Anbpr PaGouast cranius, AnbT
cepsep), ¢ ucnonpzoBanueM OC MS Windows B kauecTBe KJIMEHTCKOW OMEPAIMOHHON CHCTEMBI.

e OtxmrounTh KIueHTcKkui kommbiorep Ha OC MS Windows ot cetn HTepHET.

e Hacrpouts padotsr npotokosa SSH B pesxkume PORT FORWARDING.

e C(Cozgath «poOpOC» TMOpTa W3 BHYTPEHHEH 3alIMINEHHONW CETH 4epe3 CepBep J0 caiiTa
www.ulsu.ru u mpotokosioB HTTP u HTTPS.

[lepexBaTuTh OTHpaBICHHbIE NAaKeTHl € HMHPOpPMALUEH W MPOJEMOHCTPUPOBATH
HCIIONIb30BaHue mudpoBaHus nHGpopMauu

Paznen 3. IlocTpoeHue BUPTYaJbHOM YaCTHOM ceTH
Tema 6. TpeOoBanusA K NMPOAYKTAM IOCTPOCHHS] BHPTYAJIbHBIX YaCTHBIX ceTeil.
BapuanTsl peanuzanumn.

JlabopaTopHas padora Ne 3 (12 yacoB). Ucnoan3zoBanue VPN.

L]eny. V3yueHne BO3MOXKHOCTEW mporpamMMmHoro obecriedenust VPN mns cozmaHus 3a-
HIMIIEHHBIX KOMIOBIOTEPHBIX ceTel. [lomyuenne HaBBIKOB pabOThI CO CTaHAAPTHBIM MPOTPAMM-
HBIM 00€CIIeYCHHEM TSI CO3/JaHUs 3aIUIIEHHBIX KAHAIOB CBS3H.
3a0aua Nel. Co3paHue 3alIUIIIEHHOTO0 MEXCETEBOT0 B3aUMOIEHCTBUS CETEN.

N3meHnTh KOH(DUTYpAITUIO CETH.
1. CkauaTh Ha JIOKQJIBHBIA KECTKUH TUCK TpU obOpasa omepamroHHBIX cucteM: MS Win-
dows 10, MS Windows Server, BaseAlt (Anbt PaGouvas cranmus, AnbT cepsep).
2. OTKJIIOYUTHCS OT 00IIel ceTH TabopaTOPUH M BKIIFOUUTHCS B OJIUH W3 MapIIPyTH3aTOPOB

MicroTik.

3. Ha3znauuths mopTel Mapmrypusaropa ciaeayroommm oopasom: Ilopter Nel,2 — VLANI;
[Toptsr 3,4 — VLAN2;
[ToakntounTk BUpTyasibHbie MamMHbl KIIMeHTCKUX OC k VLANI.
[ToaknounTh BUPTYyaIbHYIO MAIIMHY ¢ cepBepoM kK VLAN2.
CoznaTh Ki1r0ouM qoctyna U (aiiasl KoHGUTyparuii Juist KIIMEHTCKUX KOMITbIOTEPOB.
VYcranoButh VPN KIHEHT U IPUMEHHUTD (hailiibl KOH(UTYPALTUH.

8. Tlepenars (aiin mo mporokory SMB B 3auIeHHON| CETH.
3aoaua Ne2. Ucnons3oBanne AIIKII «KoHTUHEHT) IS CO34aHUS 3aIIUAIIEHHON CETH.
N3MeHnuTh KOH(UTYpAIIUIO CETH.

1. Toaxmrouuts nopt 3 k VLANDO.

NS n Rk
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2. Tonyuuts kmroun mudposanus st AIIKII «Kontunent» Cepsep Hoctyna.

IMoaxmrouuts AIIKII «Kontuaent» k VLANI.

4. Hactpouts AIIKII «Kontunent» CepBep H0CTyIa B COOTBETCTBUM C PYKOBOACTBOM aI-
MUHHUCTPATOPA.

5. Ilepenats daiin mo npotokoay SMB B 3amuiieHHoON ceTy.

(98]

8. TEMATHUKA KYPCOBbBIX, KOHTPOJIbHbBIX PABOT, PE®EPATOB

8.1 KypcoBbie U KOHTpOJIbHBIE pabOThl HE MPEAYCMOTPEHBI yUYEeOHBIM IIJIAHOM JUCIIH-
TUJTUHBI.
8.2 IlpumepHnas TemaTnka pedepaton:
. BapuaHTbI mocTpoeHUs: BUPTYaJIbHBIX 3aLIUIIICHHBIX KAaHAJIOB
. Cpencra obecnieueHust 0€30MaCHOCTH BUPTYaJIbHBIX YACTHBIX CETeH
. Ilonutuku 6€30MacCHOCTH B BUPTYaJIbHBIX YACTHBIX CETAX
. TyHHenMpoBaHue B BUPTYAJIbHBIX YACTHBIX CETAX
. ITpOTOKOJIBI TOCTPOEHMSI 3AIUUIIEHHBIX BUPTYyaJIbHBIX CETEH
. [IpuMepsI 0Te4eCTBEHHOTO U 3apyOekHOTO TTocTpoeHus VPN
. XapaKTepucTUKa U cocTaB cucTeMbl « KOHTHHEHT»
. XapakTepucTHKa M COCTaB cucTeMbl KoMruiekca « ViPNety
. HaznaueHnwue u ucnosb30BaHue CEpTUPUKATOB OTKPBITHIX KITIOUEH
10. O6mas xapaktepuctuka VPN-TexHoMOTHH
11. CemuypoBHEBast MOJIENIb B3aUMOICHCTBHS OTKPHITHIX cucteM (OSI)
12. AnnapaTHO-TporpaMMHBIN KOMIUIEKC « KOHTHHEHT)
13. IlporpammHbIe IPOAYKTHI CEMENCTBA «3acTaBay
14. CemeiictBo ipoaykToB «Net-PRO»
15. Ilponykts! «um» u «rna-2»
16. Pemienus 1 mocTpoeHUsl BUPTYyaIbHBIX YaCTHBIX CETEH
17. CepTuduKanust OTKpHITHIX KIHOUeH

03N N KW

\O

8.2.1 IlpaBuna opopmieHus pedepaTon

1. OO0wém pedepara 7-10 mucroB meuatHoro tekcra. K odopmiienuro pedepatos
NPEIbABISIOTCS TaKue e TpeOOBaHUS, KaK M K KypcOBBIM paboTaMm AJisi CTyIEHTOB 3 Kypca,
ONMCAaHHbIE B y4eOHO-METOJAUYECKOM Mocobun: MeToauueckue yka3zaHusl [0 HaIUCaHHUIO Kyp-
COBBIX U OUITIJIOMHBIX pa60T AJI CTYACHTOB CIICHUAJIBHOCTU «KOMHBIOTGpHa}I 6€3OHaCHOCTB» /
A.C. AmngpeeB, A.M. Hsannos, C.M. PaneeB.— VYiubsHock: Yul'V, 2017. — 40 c.
URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.

9. IEPEYEHDb BOIIPOCOB K 3AUETY

1. BupryanpHas yacTHasi CETh: OCHOBHBIE MTOHSTHUS, LEIN CO3AAHMS, ONPEACIICHHUS], TOIXO0bI

2. Ocuoguble 3a1aun TexHonoruu VPN. Crienuduka nocrpoenust VPN

3. VPN B myOau4HBIX CETIX

4. Tynnenuposanue B VPN. IIpoTokossl MexaHW3Ma TYHHEINPOBAHUS

5. Cxema VPN. Anroputm pabotsl VPN-arentoB. @ynkiun VPN-areHToB

6. ITonmutuku 6e3onacnoctu B VPN. Kputepun 6e3omnacHoctu VPN

7. Bapuantsl co3ganus VPN (3amuménHbie KaHabl, YaCTHBIE KaHAJIbI, TPOMEKYTOUHBIE KaHa-
as1). [Tpumepst monutuk 6ezonacnoctu VPN

8.  YpoBHM 3amMIIEHHBIX KaHaioB. CeMHYpOBHEBas MOJENb B3aMMOJCHCTBHUS OTKPBITBIX CH-
ctem (OSI)

9. [TIlpotokosbl 3amuThl JaHHBIX KaHambHOTO ypoBHS (PPTP, L2F u L2TP). CpaBHUTENBHBIH
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aHaJIU3 MPOTOKOJIOB 3aIUThHI HA KAHATLHOM YPOBHE
10.  IIpoTOKOIBI TYHHEIBLHOTO U TPAHCIOPTHOTO PEKUMOB. 3aIlIUTa Ha CEAHCOBOM YPOBHE
(ITporokomet SSL, TLS, SOCKS)

11. TIpoGiems! yripaBiaeHus KpunTorpadhudeckKuMu Kirrodamu. JKu3HeHHBIA 1TUKIT Kitouei. Kom-
MPOMETALUS KIIFOYEH

12. YopaBieHue CeKpETHBIMHU M OTKPBITBIMH KiTtoUamMu. MHGpacTyKTypa OTKPBITHIX KITIOUeH

13. Moaenu APKI u PKIX

14. OcHOBHBIE MTOIXOBI K 00ECTIEYCHUIO 0€30MaCHOCTH OTKPHITHIX Kirodei. ComepikaHue MEeTo-
Ja cepTU(UKALUN OTKPHITHIX KITFOUeH

15. Ynocrosepsitomuii ieHTp. CepTudukar oTkpbiToro kioda. dopmar ceprudukanuu OTKPbI-
TOTO KJII04a

16. Mogenb uHGPACTPYKTYPhl OTKPBITHIX Kitouel. OcHoBHBIE TTpoTokoiibl MOK cormacHo mo-
nenu PKIX

17. TpeGoBaHUs K TPOIYKTaM MOCTPOSHHUS BUPTYAITbHBIX YACTHBIX CETEH

18. Bapuantsl peasninzauuu VPN

19. llInto3s1 1 k1ueHTsl VPN

20. VPN Ha 6a3e ceTeBbIX ONEPAI[HOHHBIX CUCTEM

21. VPN Ha 6a3ze MapuipyTu3aTopoB

22. VPN Ha 6a3e MeXCEeTeBbIX IKPaHOB

23. VPN Ha 6a3e cienuan3upoBaHHOTO IPOTrPAMMHOTO 00eCTIeYeHUS

24. VPN Ha 6a3e anmapaTHbIX CPEICTB

25. Buapl BUpTyaabHBIX YaCTHBIX CETEU

26. AnnapaTHO-ITporpaMMHBbII KoMIuieke «KOHTUHEHT»

27. IlporpaMMHbI€ POAYKTHI CEMENCTBA «3acTaBa»

28. IlpoaykTthl komIuiekca « VipNety

29. CemeiicTBo nipoaykToB «Net-PRO»

30. IIponyxtel «um» n «rna-2»

10. CAMOCTOATEJIBHASA PABOTA CTYJAEHTOB

Ha3Banue pasnenos u tem | Bua camocrositenpHoM pa- | O0beM B | Dopma KOHTPOIIS
0OOTHI yacax

Paznen 1. Bupryansnas | [ToaroroBka K JIeKIIHH, Jia- TecThI Ha JIEKIUH,

YacTHasl CeTh KaK CPEICTBO | OOpaTOpHBIM paboTam, pedepat, oT4ETHI Ha

3aIUThl HHOPMAITUH. MOATOTOBKA pedepaTos, ) abopaTOPHBIX pado-

Tema 1. BBemenue B T€X- | MOATOTOBKA K caade 3a4éTa Tax, 3aUéT

HOJIOTHIO BUPTYaJIbHBIX

yacTHbIX ceTeit (VPN)

Pazgen 1. Tema 2. Cxema u | IToaroroBka K JeKIMH, Jia- TecThI Ha JIEKIUH,

MOJTUTUKH O€30MaCHOCTH 060opaTopHBIM paboTam, ) pedepat, oT4ETHI Ha

VPN MOATOTOBKA pedepaTos, abopaTOpPHBIX pado-
MOATOTOBKA K cAaue 3auéTa Tax, 3a4€T

Pazgenr 1. Tema 3. Cran- | Ilogroroeka K JeKIuH, TecTrI HA JIEKIUSX,

JapTHBIE TIPOTOKOIBI CO- | MOATOTOBKA pedeparos, 4 pedepar, 3a4éT

snagust VPN IIOATOTOBKA K caue 3auéra

Paznen 2. VYnpasnenue | [ToaroroBka Kk JIeKIuH, TecTrI HA JIEKIUSX,

KpUNTOTpapuuecKUMH HOJTrOTOBKA pedeparos, pedepart, 3a4ért

KJIIFOYaMH B BHUPTYaJIbHBIX | TOATOTOBKA K c/Iaue 3auéra )

YacTHRIX ceTax. Tema 4.

OcoOeHHOCTH  yTpaBIICHHS

KJIIOUEBOM CHUCTEMOM acuM-

dopma A
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METPUYHBIX KPUITOCUCTEM.
HNudpacTykTypa OTKPBITHIX
KJIIOYen

Paznen 2. Tema 5. Cepru-
(buKaIys OTKPHITHIX
KIIIOUe

IToaroroBka K JIEKIIHH,
MOJITOTOBKA pedepaTos,
MOATOTOBKA K cJade 3a4éTa

TecTsl Ha JTEKIHUAIX,
pedepar, 3a4éT

Paznen 3. Iloctpoenue Bup-
TyaJlbHOM YaCTHOM CETH.
Tema 6. TpebGoBanus k
IIPOaYyKTam IIOCTPOEHHUS
BHPTYaJIbHBIX YaCTHBIX Ce-
Tel. BapuaHTsl peasinzanuu

IToaroroBka K NEKIHH,
MOJITOTOBKA pedepaTos,
MOATOTOBKA K cJade 3a4éTa

TecTsl Ha JTEKIUAIX,
pedepar, 3a4éT

Pa3zngen 3. Tema 7. Peme-
HUA JOJId HOCTpOGHI/I}I BI/Ip-
TyaJbHBIX YAaCTHBIX CETEH

IToaroroBka x NEKIHH, JIia-
OopaTopHBIM paboTam,
MOATOTOBKA pedepaTos,
MOATOTOBKA K cAaue 3auéTa

TecTsI Ha JTEKINH,
pedepat, oT4ETHI Ha
nabopaTOpPHBIX pado-
Tax, 3a4€T

Paznen 3. Tema 8. Xapak-
TEpUCTUKA POCCUMCKHX
IPONYKTOB ISl CO3AAHHUSA
BUPTYaJbHBIX YaCTHBIX Ce-
Ten

IToaroroBka K JNEKIHH,
MOJITOTOBKA pedepaTos,
MOATOTOBKA K cJade 3a4éTa

TecTsl Ha JTEKIUAIX,
pedepar, 3a4éT

dopma A
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11. YYEBHO-METOAUYECKOE U UH®OPMAIIUOHHOE
OBECIIEYEHUE JIUCIIMTIJIUHBI
a) Cnincok peKoMeHyeMoi JJuTepaTypsbl:

OCHOBHasI

1. 3aneunukoB C.B., OCHOBBI OCTPOCHUSI BUPTYyAIbHBIX YAaCTHBIX ceTel: YdeOHoe Io-
cobue mist By3oB / 3aneunukoB C.B., Munocnasckast H.I'., Toncroit A.W. - 2-¢ 3., CTEpEOTHIL.
- M.: Topsuas nunus - Tenmexom, 2011. - 248 c. - ISBN 978-5-9912-0215-2 — URL:
http://www.studentlibrary.ru/book/ISBN9785991202152.html

2. lymkun A.B., IIporpammHo-amnmapaTHbie cpeacTBa o0ecrieueHruss HHPOPMAITMOHHON
6e3omacHocT: YueOHoe mocobue ams By3oB / A.B. Jlymkun, O.M. bapcykos, E.B. Kpasios,
K.B. CnaBuos. [lox penakuueit A.B. Jlymikuna - M.: I'opsiuas nunaus - Tenekom, 2016. - 248 c. -
ISBN 978-5-9912-0470-5 — URL:
http://www.studentlibrary.ru/book/ISBN9785991204705.html.

3. BuyxoB, A.A. 3amurta wuHpopmarmu: ydyeOHoe mocoOue i BY30B/
A. A. BaykoB. — 3-¢ u3a., mepepab. u gom. — Mocksa : M3garensctBo HOpaiit, 2022. —
161 c. — (Bricmiee oOpazoBanue). — ISBN 978-5-534-07248-8. — Tekct : 31MeKTPOHHBINA //
O6pazoBarenpHas miaTdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/490277

AOMOJTHUTEIbHASA

1. Hexommepueckas untepHer-sepeus CIIC "KoncynbrantlInroc":

1.1 Jloxtpuna uHpopmanronHon 6e3onacHoctu Poccutickoit deneparuu (Ykas I1pesu-
nenta PO or 05.12.2016 N 646 "O6 yrBepxaenuu JoKkTpuHbl HHOOPMAIIMOHHON 0€3011aCHOCTH
Poccuiickoit deneparun') - URL:
http://www.consultant.ru/document/cons_doc LAW 208191/

1.2 Crparerust HarmoHanbHOM Oe3omacHocTn Poccuiickoit ®enepammn (Ykas Ilpesumenta
Poccuiickoit ®@enepariu ot 31 mexadpst 2015 roga N 683 "O Crpaterun HalMOHAIBHOM Ge30macHo-
cT Poccuiickoii Odeneparyn') - URL:
http://www.consultant.ru/document/cons_doc LAW_ 191669/

1.3 denepanbubiii 3akoH 0T 06.04.2011 N 63-®3 «O6 snextporHoit moanucu» — URL:

http://www.consultant.ru/document/cons_doc_ LAW_112701/

1.4. ®enepanbublii 3aK0H 0T 27.06.2006 N149-D3 "O6 undopmaruwy, I/IH(bOpMaHI/IOHHBIX
TEXHOJIOTHUAX u 3aumure uHpopmanun" URL:
http://www.consultant.ru/document/cons_ doc LAW_ 61798/

2. TOCT P UCO/M3K 27002-2012 MudopmaimonHasi TeXHOJIOTHS. MeToIbl U Cpe-
cTBa obecnieueHus 6e3omacHocTr. CBoa HOpM U mpaBuia MeHemkMmenTa. ['OCT-Dkenept - enu-
Hast 6aza ['OCToB Poccuiickoit ®enepauuu s oOpasoBanusi U npombiinieHHocTH. — URL:
http://gostexpert.ru/gost/gost-27002-2012

3. busun, . U. Bupryansusie yactasie cetu (VPN) : yueGHO-MeToandeckoe nocoodue /
. W. buzun, O. H. Kosanenko. — Owmck : OMI'YIIC, 2019. — 37 c. — Tekcr : 2aeKTpOHHBIH //
Jlanb : 3nexkTpoHHO-OnbIMoTeunas cucrema. — URL: https://e.lanbook.com/book/165629

4. CysopoBa, I'. M. Nudopmarmonnas 0e30macHOCTb : yuyeOHOEe TocoOue it BY30B /
I'. M. CyBopoBa. — Mocksa : U3znarensctBo HOpaiit, 2022. — 253 ¢. — (Bsicmiee o6paszoa-
Hue). — ISBN 978-5-534-13960-0. — Tekct : snextpoHHbIi // O6pa3oBaTenbHas Iatdopma
FOpaiir [caiitT]. — URL: https://urait.ru/bcode/496741

yueOHO-MeToAn4YecKas

1. MBanmoB A. M. MeTtonuueckne yKazaHus JUIsl CAaMOCTOSITEIIBHOW paOOThI CTYJECHTOB
o auciuIuiiHe «BupTyaibHble YaCTHBIE CETU» AJISl CTYJEHTOB CIEUAINTETa MO0 CHEIHaTIbHO-
ctu 10.05.03 ounoi#t popmel oOyuenus / A. M. Msannos; Ynl'Y, ®ak. maremaTuku, uHOOPM. U
aBHall. TEXHOJIOTHH. - YibsaHOBCK: Yal'Y, 2020. - 3aru. ¢ skpana; HeomyOimkoBaHHBIN pecypc. -
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DIIEKTPOH. TEKCTOBBIE JIaH. (1 daiin: 292 KB). — URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/7920

CornacoBaHo:

Benymmii cnermmanuct HB Yal'V / Tepexuna JILA. / ﬂ'L/ / 04.05.2022 /

JIOJDKHOCTH COTPYTHUKA HAYYHOW OHOIIMOTEKH DO MOAIINCH mara
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MHUHHCTEPCTBO HAyKH H BEICIIETO 00pa3oBanus PO

o o Dopma
VIIbSAHOBCKUH rOCY1apCTBEHHBII YHUBEPCUTET

®-Pabouast mporpamma 110 JUCIUILIHHE

0) [IporpammHoe o0ecnieueHne
- onteparmonHas cpena OC Windows/ Anet PaGouas cranmus 8;
- Microsoft Office / MoiitO¢duc CtanmapTHBIN.

B) [IpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. Iudposoii obpazoBaTenbHbi pecypc I[PRsmart : s1nexkTpoHHO-OMOIMOTEUHAS
cucremMa : cabt / OOO Kommanus «Au Ilu Ap Menmma». - CaparoB, [2022]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: st 3aperucTpup. mojib3oBaTeneil. - Tekcr :
3JIEKTPOHHBIM.

1.2. O6pazoBarensras mwiatrhpopma FOPAMT : oGpasoBaTenbHBIl pecypc, dIeKTPOHHAs
6ubamorexa : caiir / OO0 Dnekrponnoe m3gatensctBo FOPAWT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pexkxum goctyna: Juist 3aperucTpup. nojib3oBarenei. - TeKCT : 3JeKTpOHHBIH.

1.3. ba3a nannbpIx «nexkTpoHHas oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : 3JEKTPOHHO-OMOIMoTeunas cucrema : cait / OOO Ilonaurexpecypc. — Mockaa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum gocryma: mis
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAS MEIUIIMHCKAs: OnOimoTeka : 0a3a JaHHBIX : cauT /
OOO Bpicmias 1mKola OpraHM3alliM W YIPaBIEHUS 31paBoOXpaHEHHEM-KOMIUIEKCHBIN
MEIUIUHCKUN KoHcanTuHT. — MockBa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3aPETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmras MegunHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O bykan. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEH. — TEKCT : 3JIEKTPOHHBIN.

1.6. OBC Jlanb : anexTpoHHO-OMOMMoTeyHas cucreMa : cailt / OO0 OBC Jlanb. — CaHKT-
[TerepOypr, [2022]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3aperucTpup.
[I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. 9BC Znanium.com : 31eKTpoHHO-O0nOMoTeyHas cuctema : cait / OO0 3HaHuyM. -
Mocksa, [2022]. - URL: http://znanium.com . — Pexum noctyma : nansi 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

1.8. Clinical Collection : HayuHo-uH(popMaronHas 6aza nanasix EBSCO // EBSCOhost
: [moptan]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el-
1191-414b-8763-e978281917e¢1%40sessionmgrl02 . — Pexum goctyma : I aBTOPHS3.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.9. baza nanubix «Pycckuii Kak HHOCTPaHHBIN : 3JIEKTPOHHO-00pa30BaTENbHEBIN pecype
JUIST MTHOCTpaHHBIX CTyneHToB : cat / OOO Kommanus «Aiu I[lu Ap Meama». — Capatos,
[2022]. — URL: https://ros-edu.ru. — Pexxum noctymna: juis 3aperucTpup. noiab3oBarenei. — TekeT
: DJIEKTPOHHBIM.

2. Koncyastantllimroc [DnekTpoHHBIH pecypc]: cnpaBoyHast mpaBoBas cuctema. /000
«Koncynperant [Tntoc» - DnekTpon. naH. - Mocksa : KoncynsrantlImtoc, [2022].

3. ba3bl TaHHBIX NEPUOANYECKUX U3TAHUIL:

3.1. baza gannbIX nepuoanueckux m3nanuil EastView : snextponHsie xypHaIB / OO0
NBUC. - Mockaa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum mocryna :
JUJIs aBTOPHU3. TTOJIb30BaTeNe. — TEKCT : AJIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas osnextpoHHas Oubmuoreka : caidt / OOO Hayunas
OnektponHas bubmmoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexxum noctyma : mjs
aBTOPU3. NIOJIb30BATENEH. — TEKCT : AIEKTPOHHBIN

3.3. DnexTponHas 6uOmmoteka «M3narensckoro goma «I'pedernukoB» (Grebinnikon) :
anekTpoHHass Oubmuoreka / OOO W] I'pebennukoB. — Mocksa, [2022]. — URL:
https://id2.action-media.ru/Personal/Products. — Pesxum goctyna : Jyisi aBTOpHU3. MOIB30BaTECH.
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— Tekcr : 3JEeKTPOHHBIN.
4. @enepanbHasi rocyaapcrpeHHasi uHpopmanmuoHHasi cucreMa «HanumoHanbHas
3J1eKTPOHHAas OMOJIHOTEKA) : AIIeKTpoHHast Oubmnoreka : caiit / ®I'BY PI'b. — Mockaa, [2022].

— URL: https://H30.pd. — Pexxum noctyna : ayis mojap3oBareneid HayqYHo OnOamoTeku. — TeKcT :
JJIEKTPOHHBIN.
5. SMART Imagebase : HayuHo-uHGopMarmonHas 0a3a ganHelx EBSCO // EBSCOhost
[mopran]. — URL: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-

1a2ff8¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum nmoctyma : It aBTOPH3.
nojb3oBaresei. — M3o0paxxeHue : 3eKTpOHHBIE.

6. PenepanbHble HHGOPMALMOHHO-00Pa30BaTe/IbHbIE MOPTAJIbI:

6.1. EquHoe OKHO JOCTyIa K 00pa3oBaTeldbHBIM pecypcaM : (enepalbHbIi mopran . —
URL: http://window.edu.ru/ . — TekcT : 2JI€KTPOHHBIH.

6.2. Poccuiickoe obpasoBanue : enepanbuplii moprain / yupeaurenb OI'AY «OULTO».
— URL: http://www.edu.ru. — TeKkcT : 2JIeKTpOHHBIH.

7. O6pa3oBaTtesibHbIe pecypebl Yal'y:

7.1. DnexTponHas oubnuoreyHas cuctema Yial'y : Mmoaynb «DIeKTpoHHAs OMOIHOTEKa»
ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JJIS TIOJIb30BaTeNield HayqYHOU OMOMMOTeKkH. — TEKCT : AJeKTPOHHBIH.

CoracoBaHo:
- :
3am.Hau. YATuT / _KmouxoBa A.B. /Z7Z)/ ) |/
JIOJGKHOCTE coTpyaHuka YUTuT OHUO 2 7 IITHCE Jara
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI:
AyauTtopuu 1yt mpoBeaeHus aekumid: 3/317, 2/246.
Aynutopust 2/240 yKOMIUIEKTOBaHA CIICIUATU3UPOBAHHON MeOenbio, y4eOHOH TOCKOM,
UMEIOTCS MYJIbT MYJIbTHMEIUHHBIC CPEJICTBA: KOMIIBIOTEP U MPOCKTOP; UCIIOIB3YIOTCS MYJIbTH-
meauitabie TexHonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CIIEOUAJIBHBIE YCJIOBUSA AJIAA OBYYAIOHIUXCHA
C OTPAHUYEHHBIMU BO3MOKHOCTAMU 310POBbsA

B ciiyuae HeoOX0AMMOCTH, 00YYAIOIIUMCS U3 YMCIIA JIUI C OTPAHUYEHHBIMU BO3MOXKHO-
CTSIMH 3/10pOBbsI (110 3asBJICHUIO 00YYaIONIMMCS) MOTYT MpeIaraTbCsi OJHHU U3 CIEAYIOIINX Ba-
PHAHTOB BOCHIPUATHS MH(DOPMAIIUH C YUETOM MX WHAMBHUIYATIbHBIX MCUXO(PU3NIECKUX BO3MOXK-
HOCTEI:

— JUIS JIML ¢ HapyLIEHUEM 3peHHs: B (opMe 3JIEKTPOHHOTO JAOKYMEHTa, UHIUBUIYalIb-
HbIe KOHCYJIbTAIlUM C MpPUBJICUECHHEM TU(IOCYPAONEPEBOUNKA, UHANBUIYAIbHbIC 3aaHUs U
KOHCYJIbTaIHS;

— JUIsl JIML ¢ HapyLIeHHEM cliyXa: B popMe 3JIeKTPOHHOTO JOKYMEHTA, MHAWBUyallbHbIE
KOHCYJIbTalUU C MPHUBJICYCHUCM CYypAONCPCBOAYMKA, HHANBUAYAJIBHBIC 3adaHUSA U KOHCYJIbTa-
s,

— JUIsL UL C HapyLIEHUEM OIMOPHO-IBUTATENILHOTO ammapara: B (popme 3JeKTPOHHOTO
JIOKYMEHTa, MHAUBUAYaJIbHbIE 3alaHUA U KOHCYJIbTaIls.

B cnywae HeoOXOOMMOCTHM  HCMONB30BaHUS B  Y4yeOHOM Mpollecce 4YacTud-
HO/HMCKITIOUHUTENBHO JUCTAaHIIMOHHBIX 00pa30BaTENIbHBIX TEXHOJOTUH, OpraHu3aunus padoOThI
[MIIC ¢ obyuaromumucs ¢ OB3 u mHBamMAaMu mpeaycMaTpuBaeTcs B AJICKTPOHHOW HH(POpMa-
IIMOHHO-00Pa30BaTENILHON Cpefie ¢ YYETOM MX MHIUBHAYaAIbHBIX NMCUXO(PU3UIECKUX OCOOCHHO-
CTeil.

"
P&BPRG{JT‘IH() B, aill JoueHT Kadenpsl Mpannos Awnjpeit Muxaiinosny

NOANHCE AOMKHOCTR DHO
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JIUCT UBMEHEHUU

Ne ConepxxaHue U3MEeHEeHHsI WU CCHLIIKA HA ®UO Hoanucen Hara
n/n NMPUJIATaeMbIid TEKCT U3MEHEHUS 3aBeayouero
kadenpoi,
peanusyoei
AUCHMILINHY/B
bI-
My CKawIen
Kadenpoi
I. Bnecenue W3MEHEHUN B ILII. B) | AnnpeeB A.C. : 12.04.2023
[TpodeccuonanbHble 0a3bl JTAHHBIX, >
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuueckoe ¥ HHGOPMAIIMOHHOE
obOecrieueHrne MUCIUIUTMHBD C O(QOpMIICHHEM
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Buecenue W3MEHEHU M B ILI1. B) | AHnpeeB A.C. : 15.04.2024
[Tpodeccuonanbubie 0a3bl JTAHHBIX, L)
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Hpnnoxenne 1
0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Jyisi 3aperucTpup. Nojb30oBaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpuras MmeaumHCKast OMOIMOTEKA : AIEKTPOHHO-O0MOIIMoTeyHas cucremMa : caiit / OO0
«bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma: as
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3osareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBodHas npaBosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX IEPHOUYECKUX U3TaAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum mocTyma : 1j1s aBTopus.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.

/]
CornacoBaHo: / (W /|
__ Wuwxenep Beaymmii  / Hlypenxo [0.B. / AL A / 04.05.2023
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MpunoxkeHue 2
6) NporpammHoe o6ecneyeHmne: MonOduc CtaHaapTHbIN, AnbT Paboyasa ctaHuma 8.
8) [Ipogheccuonanvhvie bazvl OGHHBIX, UHDOPMAYUOHHO-CNPABOYHBLE CUCTHIEMbL

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:
1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEIHCTBO FOPAMT. — Mocksa, [2024]. - URL:
https://urait.ru. — Pesxum goctymna: yist 3aperucTpup. mojab30Bareie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilonutexpecypc. — MockBa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: st 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. Bonpmast MeauuuHCKas OMONIMOTEKA : NEKTPOHHO-OMOINOTEYHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum noctyma: mjis 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.7. O3BC Znanium.com : 3JeKTpPOHHO-OMOIMOTeUHas cucreMa : cait / OOO 3HaHuyM. -
Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngocTyma : Il 3aperucTpHp.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinoc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
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